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CUSTOMER RELEASE NOTES


Access Switch ASX3528

         Firmware Version 1.3.12.1
INTRODUCTION:
The ASX3528 is a cost effective managed Fast Ethernet Stackable Layer 2 access Switch. Each ASX3528 unit contains 24 10/100 /100 Based-X/100 Based-T ports with two expansion slots and two combo ports. The slots can support expansion modules such as 1000Base-T, 1000Base-SX, 1000Base-LX and 100FX modules.
The base hardware is a 1.5U height, 19” rack mountable metal enclosure. The switch can be managed either by in-band management via the network station remotely or out-of-band management via the console port (RS232) locally. An imbedded Web agent also provides management capability to any computer on the network via common Http browsers such as Netscape Navigator (shall be Version 6.2 or above) or Microsoft’s Internet Explorer (should be Version 5.0 or above).

Local Console Management (LCM) allows the user to monitor and configure the ASX3528 from a RJ45 type terminal. LCM can be used to configure features such as SNMP community names and access rights, Port Enable/Disable, firmware downloads, and Device IP address as well as most other parameters. LCM can also provide statistical and diagnostic information about the entire device or an individual port.

Management of the switch is password protected; the same password is used for LCM and for the Web browser interface. Prior to accessing the Management Module via a network connection, a valid IP address, subnet mask, and in some cases a default gateway must be configured using an out of band connection or the BootP/DHCP protocol. The management option provides SNMP, RMON (4 groups: 1,2,3,9), and Web management for system control and statistical monitoring.

	It is recommended that one thoroughly review this release note prior to the installation or upgrade of this product.


Firmware Specification:
Runtime

	Status
	Version No.
	Type
	Release Date

	Patch release
	1.3.12.1
	Customer
	1/9/2013


Daig 

	Status
	Version No.
	Type
	Release Date

	NTC release
	1.0.1.0
	NTC
	10/12/2012


Loader

	Status
	Version No.
	Type
	Release Date

	NTC release
	1.0.1.1
	NTC
	11/05/2008


LOADER CODE modifications:
1.0.1.1

	1. boot up unsuccessfully  after power off 8 hours(RFI with invalid branch)


DIAGNOSTIC CODE modifications:
1.0.1.0
	the 2nd source flash cause the system excpetion during the switch boot


Runtime  CODE modifications:
1.3.12.1

	1. Can't set the parameter of rate-limit input as console

	2. snmpwalk (ifMauIfIndex 1.3.6.1.2.1.26.2.1.1.1) may cause switch hangs up


HARDware compatibility:
ALL

BootPROM compatibility:
ALL
Network Management Software Support:
	NMS Platform
	Version No.
	Module No.

	TBD
	 
	 


If you install this image, you may not have control of all of the latest features of this product until the next version(s) of network management software. Please review the software release notes for your specific network management platform for details.

SUPPORTED FUNCTIONALITY:
Installation and Configuration Notes:
In general, the ASX3528 Switch will be shipped to you pre-configured with this version of firmware. If you would like to upgrade an existing ASX3528 Switch, please follow the TFTP download instructions that are included with your firmware image upgrade kit. 

Firmware Changes and Enhancements:
1.3.10.0
	1. Support Show interface brief

	2. Support ip dhcp snooping information option remote-id ip-address

	3. Support  Password length up to 10


1.3.8.0
	1. Support  LLDP

	2. DHCPSNP binding entry from 8 to 10

	3. Enhancement: CLI show more than one page, need to provide guideline


1.3.6.0

	1. Support  Bootp snooping 

	2. Support PSEC MAC filter


1.3.2.0 & 1.3.4.0
	1. Support DDM 

	2. Support OAM remote port status link status/speed duplex

	3. enlarge MVR group from 255 to 1024 but active group number is 255 still due to chip limitation


1.3.0.1

	1. Support NTP

	2. Support HTTP download/upgrade

	3. support WEB/MIB of 1.2.1.0/1.1.2.1 new features


1.3.0.0

	1. Support EAPS

	1. Support IP CLUSTER


1.2.1.0

	1. Support  L2 tunnel STA/CDP/VTP

	2. Support Y.1731

	3. Support Tacacs accouting

	4. Support Auto upgrade

	5. Support FTP support

	6. Support Dynamic provision

	7. Support Show CPU process


1.1.2.1
	1. Support  Dynamic ARP inspection

	2. Support Dynamic Vlan trunking

	3. Support CDP/PVST filter per port

	4. Support Port auto edge/loop detection/BPDU flooding


1.0.4.0

	1. Support 802.3ah OAM function: Remote firmware upgrade, Standard MIB, Private MIB (remote loopback test, remote firmware upgrade, remote control)


1.0.3.0

	1. Support 4094 VLAN.

	2. New Web feature: VLAN-based Priority

	3. New Web feature: Input CoS Rate Limit Port/Trunk Configuration

	4. New Web feature: BPDU Flooding (STA Port/Trunk Configuration)

	5. New Web feature: Auto Traffic Control (Timer/Port Configuration, Control Release)

	6. New Web feature: MDIX Port Configuration

	7. New Web feature: Port Trap Managers (SNMP Configuration)

	8. New Web feature: Alarm Information

	9. New Web feature: AAA (Accounting Settings, Radius Group Settings, Update Periodic, 802.1x Port Settings, Exec Settings, Summary)

	10. New Web feature: QinQ (System Mode Configuration, VLAN Port/Trunk Configuration)

	11. New Web feature: Egress Block (Port/Trunk Egress Packet Block)

	12. New Web feature: Flash Log

	13. New Web feature: Port/Trunk Multicast Control

	14. New Web feature: Port/Trunk Unknown Unicast Control

	15. New Web feature: Port/Trunk Edge Port Configuration

	16. New Web feature: STA Root Guard (STA Port/Trunk Configuration)

	17. support BPDU Guard

	18. support Root  Guard

	19. support BPDU filtering

	20. support IGMP filtering

	21. support IGMP throttling

	22. support RMON II(probeConfig, 19)


1.0.2.0

	1. When spanning tree is disable BPDU forwarding enable/disable per port

	2. Storm Auto traffic control (ATC)

	3. IPv6 traffic class remapping

	4. MDIX - Auto/MDI/MDIX

	5. Link up/link down trap per port configuration

	6. SP+WRR

	7. Rate limit resolution from 1M to 64K

	8. username:adminand prevlige should be read only

	9. Need to display Ethertype in interface switchport

	10. Added the Alarm(show alarm via CLI)


V1.0.0.9  design change 

	1.  module type checking 


Known Restrictions and Limitations:
1.0.2.1

	1. There is a limitation when we fix IP port cos for ASE3528B-E1-FLF-TER-00086. packet to CPU packet will not allow to configure like DHCP 67/68.

2. There is a limitation on craft port design which may have control packet  pass through this like IGMP querier and MVR  and add craft port into the group. 


1.0.0.9

	1. Diffserv:after change the IP DSCP of the DSCP traffic class,the new DSCP can't shall reflect the receiving ratio.
Current design need to configure  MAP IP DSCP first then configure POLICY-MAP


Compliance support:
	Compliance Level
	Compliant

	Year 2006
	YES*


Known Anomalies: None.

IEEE Standards Support:
	Standard
	Title

	IEEE 802.1D
	Transparent Bridging Specifications (ISO/IEC 10038)

	IEEE 802.1p
	Traffic Class Expediting and Dynamic Multicast Filtering

	IEEE 802.1Q
	Virtual Bridged Local Area Networks

	IEEE 802.2    
	Local Area Networks, Logical Link Control (LLC)

	IEEE 802.3    
	CSMA/CD 9 (ISO/IEC 8802-3)

	IEEE 802.3I   
	10Base-T (ISO/IEC 8802-3, clause 14)

	IEEE 802.3u  
	100Base-TX (ISO/IEC 8802-3, clause 25)

	IEEE 802.3x
	Flow Control

	IEEE 802.3z
	1000Base-SX, 1000Base-LX

	IEEE 802.3ac
	1000Base-Tx

	IEEE 802.3ad
	Link Aggregation


IETF Standards MIB Support:
	RFC No.
	Title
	Groups Supported

	1213
	MIB-II
	- system group
- interfaces group 
- ip group
- icmp group
- tcp group
- udp group
- snmp group

	1493
	Bridge MIB
	- dot1dBase group 
- dot1dStp group 
- dot1dTp group
- dot1dStatic group

	2863
	Interfaces Evolution MIB
	- ifXTable group
- ifStackTable group

	2819
	RMON MIB
	- statistics group
- history group
- alarm group
- event group

	2618
	RADIUS MIB
	- radiusAuthClientMIB

	2665
	Etherlike MIB
	- dot3StatsTable group

	2737
	Entity MIB
	- entityPhysical group

	2674
	P-bridge
	- dot1dExtBase group 
- dot1dPriority group 
- dot1dGarp group

	2674
	Q-bridge
	- dot1qBase group 
- dot1qTp group 
- dot1qStatic group
- dot1qVlan

	IEEE 802.1X
	IEEE8021-PAE-MIB
	- dot1xPaeSystem group
- dot1xPaeAuthenticator group 
- dot1xPaeSupplicant group


SNMP Trap Support:
	RFC No.
	Title

	RFC 1215
	coldStart
warmStart
linkDown
linkUp
authenticationFailure

	RFC 1493
	newRoot
topologyChange

	RFC 2819 
	risingAlarm
fallingAlarm
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